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Abstract— With development of digital imaging technology and
the prevalence of mobile devices with camera, internet privacy has
been a growing concern for public. Especially in some private chat
groups in social network, for example, Facebook, WeChat, and
MySpace, some people want to share their personal images by
internet service provider without leaking this information while the
internet service provider can also take some additional measures on
these images, for example, reducing the network bandwidth. How to
provide technologies or software with such functionalities, usually
conflicting goals, becomes increasingly urgent in both academia and
industry. Image encryption is a choice; however, it does not provide
the additional function needed by internet service providers.
Recently, game theory is widely used in network security to solve
such problem with conflicting goals. In fact, there is a game theory
between users and service providers. This paper proposes a block-
based image compression method in encrypted domain which
provides not only the privacy protection capability but also the
additional operation capability needed by internet service providers.
This block-based method can be formulated as a game theoretical
problem and can be optimized by game theory. First, the image
to be shared will be encrypted in block-by-block way by owner with
simple encryption operation. Second, the service providers can send
the part or full of the encrypted image stream according to the
available bandwidth with an adaptive parameter sets. Finally, the
intended receivers can decrypt the received encrypted stream to
recover the image. Extensive experiments showthat the proposed
algorithm improves the compression performance compared with the-
state-of algorithms.

Keywords- Image compression in encrypted domain ,Image
encryption, Privacy protection , Game theory, Network content
security

. INTRODUCTION

great demand on developing models and methods for

providing privacy protection and network communication
security is growingly urgent in this digital era, where most of
the digital information will be transmitted over different
network and can be intercepted easily or leaked deliberately.
In this paper, image and video are our concerns.With the
growing popularity of mobile devices with micro cameras in
recent decades, images and videos can be easily produced and
then spread quickly through ubiquitous networks and have
become a popular communication way in many social network
service providers, such as Facebook, Wexin [1], Twitter, QQ,
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LinkedIn and so on. For example, according to the statistics in
[2] posted at May 2014, Web and application users are sharing
and uploading 1.8 billion photos a day. These platforms or
service providers are providing novel opportunities for
interaction among their users. People from all over the world
can communicate, date, find jobs, share images and videos.
While during this procedure, people are facing the risk of
revealing the related personal privacy or sensitive information
to strangers or service providers. In fact, there have been a few
related issues, the latest one is that many private photos are
leaked from the Apple’s iCloud [3]. Of course, there are some
other problems, for example video copy detection [4]. But in
this paper, privacy is our focus. Besides, Web 2.0 applications
also allow some new ways to link personal information [5].
For example, many service providers, such as Facebook and
QQ, can apply facial recognition techniques to images
uploaded by users to link their private or personal information
of the identified persons [6]. Moreover, compared to text,
image and video obviously place many more requirements on
network bandwidth and media storage capacity. Although
network bandwidth and storage space have been continuously
increasing, the required storage space and corresponding
running costs are exponential in growth [7]. Hence, encryption
for security and compression for low bandwidth are hot topics
in research community. It is growing tendency that Internet
networks are becoming more and more dependent on the
interactions of intelligent devices that are capable of
autonomously operating within a highly dynamic and rapidly
changing environment. Many existing algorithms are needed
to modify to adapt the development. Game theory provides the
ideal framework for this [8] and network security [9]. For
example, [10] gave a fairly comprehensive works which
applied the game theory to address different forms of security
and privacy problems in computer networks and mobile
applications. And authors reviewed various game-theoretical
formulations of network security issues. The interactions
between an attacker and the administrator were modeled as a
twoplayer stochastic game in [11]. In this paper, a game
theory is used to formalize the image compression problem in
encryption domain which an image first is encrypted and then
is compressed.

A game theory-based block image ...

In general, the framework of combination of image
compression and encryption is illustrated as Fig. 1. Namely
compression and encryption are independent operations in
general applications. Once an image has been encrypted, then
it is very hard to process this encrypted image because the
statistics characteristic of the image has been interrupted by
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encryption. Hence, most of the techniques proposed so far to
deal with image security try to apply some cryptographic
primitives on the compressed image. The common case is
partial encryption [12], where an encryption algorithm is used
to encrypt only part of the compressed image or video to avoid
the huge amount of operations because of the low speed of the
encryption algorithm. From Fig. 1, plain image and encrypted
image exist simultaneously in the public domain. In this paper,
the public domain means that all data in this domain can be
accessed by parties. Users do not control the transferred data.
Obviously, it faces the risk of leakage of private information.
Hence, one would ask naturally: is it possible that the image is

encrypted firstly and then is compressed?
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Fig. 1 Framework of general combination of compression
and encryption

In recent years, some pioneering works are proposed in
signal processing in encrypted domain [13,14]. Sometimes, it
is called secure signal processing, which provides some
solutions to this problem. In this paper, the signal processing
is compression. Aiming at improving the compression
performance and providing the capability of privacy
protection, this paper extends the conference paper within the
game theory [15] so that some potential powerful techniques
can be used in this framework. In addition, it also proposes a
novel block-based compression method with an automatic
selective mechanism of parameters in encryption domain and
conducts some extensive experiments.

Our contributions are summarized as follows:

— A novel block-based compression method in encrypted
domain is proposed. This block-based framework can provide
some flexibility to deal with each block separately.

— This block-based compression method is formulated as a
game theoretical problem. Where each block is a player in the
game and the strategy of a player is how to allocate bits for
that block. Moreover, this can be configured as a bargaining
game.

— The type of the image and the smoothness of
corresponding blocks are considered to improve the
performance of proposed algorithm. These two factors then
used to select the appropriate parameters to optimize the
compression performance; concurrently, a partial random
sampling restoration method is used to provide a better side
information(SI) for recovering the original image. The
remainder of this paper is organized as follows. Section 2
presents the related works. In Sect. 3, firstly the block-based
framework is formalized as a game theoretical problem and

60

then an approximation solution, namely an adaptive parameter
selection mechanism, is proposed. Extensive experimental
results and discussions are reported in Sect. 4. At last, the
conclusions are given in Sect. 5.

Il.RELATED WORK

In the last decades, the rapid development of social
network, online applications, cloud computing and distributed
processing has aroused the concerns about to end-to-end
security [16,17]. People want to share and exchange securely
their images in social network service platform. Although they
do not expect their contents being leaked even being exposed
to service provider, there are at least two potential security
risks where one is the channel provider, and the other is the
platform provider. Traditionally,

textual data can use encryption to achieve the objective.
However, end-to-end security of multimedia data is not so
easy like text data because of its huge amount of data. In
addition, the channel providers also want to make full use of
the bandwidth to maximize their profits. Thus, they have more
interest in data compression while users are more concerned
with image security. It seems that there is a trade-off between
users and channel providers. Then, how to achieve this trade-
off? The framework shown in Fig. 2 provides a potential
solution; the difference from Fig. 1 is that images in the public
domain are encrypted. It is obvious that the security in this
framework is improved greatly. Following, some related work
will be introduced. Zhou et al. [18] proposed an image
encryption algorithm based on discrete parametric cosine
transform (DPCT), where the combination of the parameters
of the DPCT and inverse DPCT provided the security. And
Podesser et al. [19] and Yekkala et al. [20] proposed some
algorithm using bitplane encryption to achieve secure
transmission of image data in mobile environments. Although
Zhou’s method can be used in compressing procedure, these
methods did not consider truly the compression. Is it possible
to compress the encrypted data to lower the band-width?To
compress the encrypted data in this scenario, Johnson et al.
[14] proposed to use the theory of source coding to compress
the encrypted data and they proved that the performance of
compressing encrypted data can be as good as that of
compressing non-encrypted data in theory. Partially, the work
of Xiong et al. [21] has some similar considerations based on
distributed source coding (DSC). Afterwards, Schonberg et al.
[22] proposed to utilize Low density parity check (LDPC)
codes to compress the encrypted data for memoryless and
hidden Markov sources, where an incremental scheme based
on exponentially increasing block lengths was proposed to
balance the resolution rate of parameter estimation with the
redundancy rate of communication. Then, they extended the
statistical models to video to compress the encrypted video in
[23]. Different from Schonberg’s work, Barni et al. [24]
proposed several methods to compress the encrypted images
by employing LDPC codes into different bitplanes. Because
all of these methods are the lossless compression, the
compression performance is very limited
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A game theory-based block image ...

To improve the performance of compression in encryption
domain, lossy compressing encrypted images have been
developed. For example, in [25], the authors introduced the
compressive sensing (CS) mechanism to compress the
encrypted images, and a basis pursuit algorithm is used to
enable joint decompression and decryption. Zeng et al. [26]
proposed a resolution progressive compression algorithm
which compressed an encrypted image progressively in
resolution. In their method, the encoder sent a down sampled
ciphertext image; once the decoder received this then
reconstruct a low-resolution image, then intra-frame prediction
was used to provide side information to improve the resolution
to achieve the resolution progressive compression. This
method achieves a much more efficient compression than
existing algorithms. In addition, Kang et al. [27,28] proposed a
compression scheme on pixel encrypted images.
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Fig. 2 Framework of combination of encryption and then
compression

Recently, Zhang [29] proposed a novel idea to compress the
encrypted image using coset code and the iteratively
reconstruction, where the original image was encrypted in the
simple way of permuting the pixels positions, namely the
position relationship was changed while the pixels’ value were
kept unchanged. Then, a transform was also applied to some
elastic pixels to reduce the bits to be transmitted based on
coset code theory. The compression performance and the
quality of the constructed result are both much better than
those of the previous methods due to using the iteratively
reconstruction technique. However, the performance obtained
is based on the whole image. According to the theory of coset
code, the quantization step and the quality of side information
are very important parameters to the reconstructed result. In
fact, the nearest neighbor estimation (NNE) in [29] to get the
Sl is far away the optimal case. Moreover, the quantization
step in transform coding in [29] is fixed and it cannot be
determined automatically. Inspired by the work in [29], we
propose an improved block-based compression method in
encrypted domain. It is well known that different regions in
image have different characteristics. Hence, it is more
reasonable method that different compression parameters are
used in compression side according to the local statistics. In
this paper, an adaptive quantization step choosing strategy is
proposed and Image Restoration from partial random samples
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(IRPRS) [30] is used to generate the more exact Sl. At the
block level, the problem can be formulated as a game theoretic
problem. In fact, the parameter sets in each block can affect
the number of compressed bitstream of that block. Thus, each
block competes for a share of resources, which are the target
compression ratio of the image. Based on Nash bargaining
solution (NBS) [8,31], a cooperative game is used to formalize
the problem.

I1l. BLOCK-BASED IMAGE COMPRESSION IN ENCRYPTED

DOMAIN

Actually, signal processing in encryption domain has
attracted attentions of many researchers due to the privacy
protection capability incurred by the processing in encryption
domain. The image compression in encryption domain (ICED)
is a specific application. Just like the traditional compression
scenario, ICED also expects to use as possible as smaller bits
while maintaining high quality. In other words, when the bits
allocated for the image have been fixed, one tries his best to
improve the quality of decompressed image. It is well known
that people are more sensitive to subjective quality than
objective quality for images. Hence, in this paper, a block-
based ICED is proposed to make a trade-off between bit
allocation in different blocks. This blockbased method masks
the imperceptible distortion and improves the perceptual
quality using a game theory method providing optimality and
fairness of bit allocation. This

is a inherent merit of block-based method. Following, the
encryption, compression, decompression and image
reconstruction will be introduced separately.

A.Image encryption and decryption

Encryption is a key measure to provide privacy protection
in digital era. Compared with text encryption, multimedia
encryption often uses partial encryption to avoid huge
operations of multimedia. Image encryption in spatial domain
can be classified into three categories: position permutation,
value transformation, and visual encryption which are widely
used to share images. In the proposed scheme, a hierarchical
encryption is proposed to encrypt the image to effectively and
efficiently compress the

A game theory-based block image ...
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Fig. 3 An illustration of hierarchical encryption
encrypted image. First, the permutation encryption is
utilized to permute the image blocks and then each block is



International Journal on Applications in Information and Communication Engineering

Volume 2: Issue 5: May 2016, pp 59-64. www.aetsjournal.com

ISSN (Online) : 2394-6237

also permuted by position. An illustration is shown in Fig. 3.
The detailed process is given below.

1. Dividing the image into n blocks with the same size (e.g.,
32 x 32);

2. Permuting the position of all blocks by a key occurred by
a key derivation function (KDF);

3. Permuting the pixels in each blocks by keys which are
also generated by KDF, it is noted that this block partition and
KDF mechanism do not sacrifice the security remarkably.

Only the secret key seed is sent to the decoder to decrypt
the image. One inter-block secret key and n intra-block secret
keys can be generated with the same key generation
mechanism as the encoder and the decryption is similar as
encryption above.

B. Compression of encrypted image

As mentioned earlier, Zhang’s method [29] does not
provide the optimal parameters. Once the o is fixed, then all
the remaining procedures are fixed, and the performance will
be determined. However, this does not meet the real
applications. For example, the service providerswant to
transmit adaptively appropriate bits according to the available
network bandwidth, namely they expect that the o varies with
the available bandwidth. Another example is howto allocate
optimal bits for different blocks when the availablenetwork
bandwidth is fixed to maximize the quality of reconstruction
image. In this proposed block-based method, block-level bit
allocation can be formulated as a game theoretical problem in
game theory, where each block is regarded as a player in the
game. N players compete for the use of bits to maximize the
perceptual quality of reconstructed image. Of course, this can
be extended to the video compression in

encrypted domain just like what is mentioned in the
reference [31]. The diagram of

encoder is shown in Fig. 4.

3.2.1 The bargaining game configuration of block-based
framework

In the proposed block-based compression framework, there
is a trade-off between

the compression efficiency and image quality.

Fig. 4 Framework of proposed block-based compression in
encryption domain

It is obviously that more bits will lead to higher quality. In

[29], it is difficult to model the optimal strategy because the

image is looked as a whole unit. Actually, even the target bits

are determined, we still can improve the algorithm to optimize

the performance. Game theory provides mathematical tools
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and models for this type of problem. In this paper, game
theory is used to investigate the trade-off relationship between
quality and desired bits. In this scenario, every block Bi has an
incentive to optimize its representation so as to maximize the
quality of decompressed and reconstructed block. It should be
noted that the reconstruction and recovery have the same
meaning in this context without explicit explanation. This
optimization will lead to amore preferable visual quality for
the block Bi with some sophisticated techniques, thus
requiring Bi to be represented effectively and efficiently. And
the bargaining game is configured as follows. Players Each
image can be partitioned into N blocks. Each block is regarded
as a player in the game. These N players compete for the use
of a fixed resource to achieve the destination, which is the
target image quality under the fixed compression ratio for the
image. Strategies The strategy of a player is how to control the
number of bits which is used to represent the compressed
stream under the condition of maximizing the quality of the
reconstructed image. Suppose the original bits for the image
be T and the fixed compression ratio is R, each block’s bits for
representing the compressed bitstream is ti . Then, the
maximum permitted number of bits for the compressed image
is T x R; the total bits requested by the N blocks should be no
more than T x R. It can be formulated as:

N
Zt,-ETxR.

i=1

Utility A utility function for each block is the quality of
reconstructed block. Higher quality under some fixed
compression ratio is more preferable. Given a combination of
strategies carried out by all blocks (it should be noted that the
strategiesare determined by parameter sets P), then the utility
of the game can be represented as u = (u1(B1, P1), u2(B2, P2),
..., UN (BN, PN)), where the utility is a function of each
block Bi and corresponding parameter sets Pi . Initial utility
The initial utility of the block can be determined by setting all
blocks with the same parameter sets; this is just the case
described in [29]. Thus, the initial utility of the game u0 is
defined as u0 = (u01 (B1, PO 1), u02 (B2, P02),...,u0N
(BN, PON)), wherePO1=P02= - + =PON

3.2.2 Block-based compression

The encrypted image is compressed block by block
according to the following steps. Each block is processed as
similar as in reference [29]. From the Fig. 4, the main
differences include block mechanism, the parameter selection
and IRPRS initialization. The first two parts are the key parts
in Eq. 2. Actually, Pi in this approximated processing includes
o-and _, and the initial value of « is 0.25 in Subsect. 4.1.

1. The encrypted block will be divided into two parts : rigid
part and elastic part. Each encrypted block can be treated as a
vector length of N, and a x N pixels are selected randomly,
namely pl, p2, . . ., pa* N . These pixels are reserved,
therefore, its named rigid part as in [29]. While the rest part is
denoted as q1, 92, ...,q(1-a) * N
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and its called elastic part because its redundancy will be
reduced. The elastic part will be compressed.

2. Perform orthogonal transformation to the elastic part with
a public orthogonal matrix H and denote the transformation
coefficients as Q1, Q2, . .., Q(1-a)xN .

3.2.3 Adaptive selection of parameters

The smoothness of an image has a dramatic effect on the
quality of Sl in the decoder side, and different type content of
an image has a different effect on the perceptual quality. Thus,
the perceptual quality of reconstructed image will be enhanced
remarkably if the types of images and blocks are considered to
design the compression algorithm.But after encryption has
been applied, the discrimination is very difficult. Therefore,
this paper proposes a method to differentiate the type of
images and blocks in sender side. Considering the processing
of reconstruction, a nearest neighbour interpolation is used to
recover the down-sampling image to calculate the MSE which
is used to determine the type of images. The procedure is
illustrated as in Fig. 5. Once the image type has been
determined, then the parameters _ and «a of each block can also
be selected adaptively. According to the coset code theory,
when the quality of Sl is high, the less quantization step can
provide better results. Experiments also indicate that this
analysis is reasonable. In addition, even the smooth block has
a smaller «, the algorithm still obtains a good Sl. For o, a
slight adjustment is used according to the smoothness of each
block. To simulate the relation between the best quantization
step and the corresponding block rigid part’s variance, we
train some images and give a fitting function, where the rigid
part of ith block as rigidi , and x, the variance of rigidi , is as a
measure of the degree of smoothness of this block.

Interpolated image

Fig. 5 An illustration of how to determine the type of an
image

C.The processing of reconstruction

At the decoder, the received data stream includes: secret
key seed, system parameters, a series of rigid pixels and the
corresponding sk . The SI is then used to assist the
reconstruction. This paper proposes an improvedmethod to
generate Sl, that is, IRPRS method. The reconstruction
framework is shown in Fig. 6

Fig. 6 Framework of proposed decompression and recovery
method
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In the process of Sl generation, all methods use the prior
knowledge of the image. Actually, there are two kinds of prior
knowledge, namely, local smoothness and nonlocal self-
similarity[30]. In reference [29], the NNE method is used to
generate the SI; this priori knowledge is mainly based on local
smoothness. The IRPRS method which incorporates local
smoothness and non-local self-similarity priori knowledge is
used to generate the SI. The specific reconstruction is
described as follows and is similar as described in [29].

1. Put the rigid pixels in the right place with the secret key;

2. Estimate the elastic pixels with IRPRS and denote as q_1,
q.2,...,q_(1-a)N;

3. Calculate the coefficients

IV. DISCUSSIONS

The performance in [29] exhibits excellent performance. In
this paper, a block-based framework based on the work of [29]
is proposed to improve the performance. This block-based
framework can be directly extended to scalable quality
reconstruction. Due to limited space, it is not introduced.
Some discussions are given as follows.

A. Security

From the processes of encryption and compression [27-29],
the encryption process is always relatively simple. As already
mentioned above, compression is used to remove the
redundancy which is from the encrypted image. Thus, the
encryption operation does not make an image a true random
image otherwise the compression cannot be performed. First
the approximated image is restored by simple decryption, and
then combining some additional information and a local model
of an image such as bitplane correlation [24] or pixel
correlation [28] are used as axillary information to improve
the quality of the approximated image. Although there is a
leakage of statistical information, the permutation-based
encryption may be enough in most scenarios without a
requirement of perfect secrecy just like partial encryption in
image and video.

B. Compression performance

In this paper, the proposed block-based framework has
some intrinsic advantages. It is similar to the block-based
framework in many compression standards, for example
JPEG, JPEG2000, H.264. Moreover, this is why so many
standards use this blockbased framework. However, this
mechanism causes some block artifacts. Thus, some more
accurate bit allocation methods and models are needed to deal
with it. As earlier mentioned above, game theory may be a
potential solution. Our method is an approximation to theEg.
2, thus the final parameters are still too crude so that the
improvement in performance is limited. In addition, another
important factor affecting the performance is the mechanism
to reconstruct the image. There are some choices such as NNE
in [29], interpolation and prediction in [28], and IRPRS [30].
The key problems include how to construct the most
appropriate image model and how to select adaptively an
image model for some specific images.
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C.Applications

Signal processing in encryption domain has many
applications [13,34,35]. In many Web applications, client-to-
client security is expected extensively [16]. However, image
compression in encrypted domain is firstly proposed in [14]
inspired by [21]. At that time, it does not have some very
successful applications. Afterwards, Zeng et al. [26] proposed
a typical application scenarios in sensor network where the
sender

Alice wants to send some private information to Bob while
she wants to keep this private information be confidential to
Charlie who is the network provider. Actually, ICED can be
used in all places in which privacy protection is needed, for
example, private images sharing among some close
relationships. In fact, this proposed method can be easily
extended to sharing scheme. Of course, the sender, service
provider and receiver do not have to be different parts.
Moreover, the sender does not have to be the part with limited
resources. More important, all these problems with conflicting
parts can be formalized as a game theoretical problem, and
then some optimization techniques can be used to solve those
problems just like references [9].

V.CONCLUSIONS

This paper proposed a block-based image compression
algorithm in the encryption domain. The compression problem
is formalized as a game theoretical problem where the utility
function is mainly based on block characteristic and its
parameters sets. Due to the characteristics of the block-based
framework, each block can choice adaptively the parameters
to optimize the performance. Thus, an approximation solution
for this game theoretical problem is proposed. First the type of
an image is considered, and then the relationship between the
degree of smoothness of each block and corresponding
parameters is investigated to determine the most appropriate
parameters. IRPRS method is used to generate the more
accurate SI. The experimental results show that the proposed
method can achieve a better reconstructed result compared
with Zhang’s method at the same compression ratio.
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